SAGNIK DAS

Kolkata, India

dassagnik360@gmail.com | +91 98300 55942
Portfolio: www.sdevop.com

LinkedIn: linkedin.com/in/sagnikds
TryHackMe: tryhackme.com/p/D3SYNCx
GitHub: github.com/D3SYNCx

Medium: medium.com/@D3SYNCx

PROFESSIONAL SUMMARY

Cybersecurity practitioner ranked in the Top 1% on TryHackMe, with hands-on experience in penetration testing,
vulnerability assessment, and technical content creation. Proven ability to identify and remediate critical
vulnerabilities in real-world systems. Active contributor to the infosec community through blog write-ups,

walkthroughs, and collaborative learning. Certified in Security+, currently pursuing eJPTv2 to deepen practical
offensive security expertise. Eager to join a dynamic security team and drive impactful contributions across
assessment and defense efforts.

EDUCATION

Bachelor of Technology (B. Tech), Computer Science and Systems Engineering

Kalinga Institute of Industrial Technology (KIIT), Bhubaneswar Aug 2021 - Jun 2025
e Relevant Coursework: Computer Networks, Operating Systems
e Achievements: Awarded 'O' grade in all academic projects

Class XIl — Science (CBSE)
Delhi Public School, India 2019 - 2021
CERTIFICATIONS
CompTIA Security+ (Jul 2025)
Google Cybersecurity Specialization — Coursera (Nov 2023)
Qualys VMDR Certification (2024)
TryHackMe Certifications:
e Junior Penetration Tester

e  Web Fundamentals

e Pre-Security

e Cybersecurity 101
INE eJPTv2 — In Progress

EXPERIENCE
Cybersecurity Content Writer
Medium | Remote | May 2025 — Present

e Publish technical walkthroughs on CTFs and real-world attack simulations
e Translate complex exploits and post-exploitation paths into accessible content

e Drive community engagement through actionable, well-structured articles
Freelance Web Application Pentester
Remote | May 2025
o Conducted end-to-end security assessment on a production WordPress application
e Discovered misconfigurations, plugin vulnerabilities, and weak authentication mechanisms
e Utilized tools including Nmap, Burp Suite, WPScan to produce a client-ready VAPT report
e Demonstrated both technical depth and client-facing communication skills




Community Moderator — Cybersecurity Discord Server
Remote | Jun 2025 — Present
e Manage an active server of cybersecurity learners and practitioners
e Curate tools, labs, and resources; lead discussions on certification and attack simulation
e Facilitate peer learning through AMAs, knowledge shares, and troubleshooting threads
Penetration Testing Intern
Academor | Remote | Jan 2024 — Feb 2024
e Conducted vulnerability assessments using OWASP ZAP
e Supported reconnaissance, scanning, and documentation efforts in a simulated engagement
e Awarded a Letter of Recommendation for delivering high-quality assessments and proactive security

PROJECTS

Freelance VAPT - Confidential Client
e Delivered comprehensive vulnerability assessment of a live WordPress-based platform
e |dentified outdated plugins, insecure backups, and other misconfigurations
e Tools: Nmap, WPScan, Burp Suite
e Submitted a CVSS-based VAPT report with prioritised remediation
RFID Authentication Logger
e Built a local-access RFID logging system using Arduino
e Successfully recorded 1,000+ offline entries with timestamped logs
e Tools: Arduino (C++), text file I/O
Graphlet: CPU Cooling Prototype
e Engineered a graphene-based piezoelectric microjet cooling solution
e Achieved a simulated 35% improvement in thermal dissipation
Shadowsocks VPN Architecture
e Configured a secure VPN tunnel using AES-256-GCM with obfuscation plugins
e Deployed on a remote VPS to bypass censorship and filter-based inspection
e Tools: Shadowsocks, VPS, Shadowrocket (iOS)

SKILLS

Security Tools
e  Recon: theHarvester, DNSDumpster, dig, WhatWeb, Netcraft, DNSRecon, Sublister
e Scanning & Enumeration: Nmap, WPScan, Nikto, sqlmap, OWASP ZAP
e Exploitation: Burp Suite, Metasploit, Hydra, John the Ripper, FFUF
e  Utilities: Netcat, HTTrack, Searchsploit, VirusTotal, Cisco Talos
e  Frameworks: NIST CSF, ISO 27001, GDPR, OWASP TOP 10.
Scripting & Programming
e  Python, Bash, HTML/CSS, C, C++, SQL
Pentesting Concepts
e Reconnaissance, Vulnerability Assessment, VAPT, Passive Testing, Privilege Escalation, Technical Reporting
Operating Systems
e  Kali Linux, Windows
Soft Skills
e  Technical Writing, Documentation, Self-Driven Learning, Community Engagement
Languages
e  English (Professional), Hindi (Professional), Bengali (Fluent)




